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Abstract

Digital trade transformation creates deep structural dissonance within
international law, clashing outdated normative systems against modern
commercial realities. This study employs doctrinal legal research to
examine the erosion of national tax bases and the degradation of
consumer protection in cross-border transactions. Findings reveal that
conventional taxation theories relying upon permanent establishment
have become obsolete, thus facilitating aggressive profit shifting and
fiscal injustice against developing nations. Simultaneously, consumers
face systemic vulnerabilities due to information asymmetry, algorithmic
manipulation, and a vacuum in extraterritorial redress mechanisms.
Although multilateral initiatives like the OECD policies aim for
regulatory harmonization, global governance remains trapped within
continuous multilateral fragmentation. Consequently, this research
proposes a reconstructive framework integrating Regulatory
Technology, specifically Blockchain and Artificial Intelligence, alongside
institutional capacity building and ethical platform governance. This
holistic approach 1is absolutely essential to effectively bridge
jurisdictional gaps and ensure an equitable, inclusive, and resilient
global digital economy for future generations worldwide.

Abstrak

Transformasi perdagangan digital menciptakan disonansi struktural
mendalam dalam hukum internasional, membenturkan sistem
normatif usang dengan realitas komersial modern. Penelitian ini
menggunakan riset hukum doktriner untuk mengkaji pengikisan
basis pajak nasional dan degradasi perlindungan konsumen dalam
transaksi lintas batas. Temuan mengungkapkan bahwa teori
perpajakan konvensional yang bergantung pada bentuk usaha tetap
telah menjadi usang, sehingga memfasilitasi pengalihan laba agresif
dan ketidakadilan fiskal terhadap negara berkembang. Secara
bersamaan, konsumen menghadapi kerentanan sistemik akibat
asimetri informasi, manipulasi algoritmik, dan kekosongan dalam
mekanisme pemulihan ekstrateritorial. Meskipun inisiatif multilateral
seperti kebijakan OECD bertujuan untuk harmonisasi regulasi, tata
kelola global tetap terjebak dalam fragmentasi multilateral yang
berkelanjutan. Karenanya, penelitian ini mengusulkan kerangka
rekonstruktif yang mengintegrasikan Teknologi Regulasi, khususnya
Blockchain dan Kecerdasan Buatan, bersama peningkatan kapasitas
institusional dan tata kelola platform etis. Pendekatan holistik ini
sangat esensial untuk secara efektif menjembatani kesenjangan
yurisdiksional dan memastikan ekonomi digital global yang adil,
inklusif, serta tangguh bagi generasi masa depan.
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A. INTRODUCTION
1. Background

Cross-border digital trade has fundamentally transformed the macroeconomic
landscape, triggering a reorganization of global commercial architecture involving
seamless interactions between sovereign states, multinational corporate entities, and
individual consumers. Through the adoption of disruptive technologies such as cloud
computing, real-time data analytics, and digital payment aggregation systems
contemporary business models now possess the capacity to operate simultaneously
across multiple jurisdictions without requiring conventional physical infrastructure.

The acceleration of this transformation is empirically amplified; data indicates that
the global Business-to-Consumer (B2C) e-commerce market value surpassed USD 5.47
trillion in 2023, with a projected compound annual growth rate (CAGR) of 19 percent over
the coming decade.! Furthermore, exports of digitally delivered services have reached
USD 4.25 trillion, representing more than half of total global services exports and nearly
14 percent of overall world trade.?2 These figures underscore the reality that the scale,
volume, and velocity of digital trade expansion have outpaced the adaptive capacity of
traditional instruments and legal regulatory frameworks currently in force in the majority
of nations.

The necessity of conducting an in-depth study of this phenomenon is predicated on
the emergence of cognitive and structural dissonance within international law, where
normative systems designed in the 20th century collide with 21st-century business
realities. A legal vacuum has manifested across two intersecting poles: the erosion of
national tax bases and the degradation of consumer civil rights protection. From a fiscal
doctrine perspective, the global taxation system which relies on the concept of
"permanent establishment" provides loopholes for major technology firms to extract
massive profits within a market jurisdiction (where consumers are located) without
distributing proportional tax obligations to that state. The practice of profit shifting,
facilitated by the mobility of intangible assets, systematically distorts fiscal equity and

1 S. Kaukab Rashid, “Consumer Protection and E-Commerce,” 1ISD, 2025,
https://www.iisd.org/publications/report/consumer-protection-e-commerce.

2 Bal Aleksandra, “Several Indirect Tax and Digital Trade Trends Will Shape 2026,” Bloomberg Tax, 2026,
https://news.bloombergtax.com/daily-tax-report-international /several-indirect-tax-and-digital-trade-
trends-will-shape-2026.
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disadvantages developing nations that possess limited jurisdictional capacity.’

At the opposite pole, consumer protection laws constructed based on territorial
borders of state sovereignty are losing their extraterritorial binding force.* Acute
information asymmetry, the exploitation of personal data, algorithmic price manipulation
practices, and the threat of cross-border fraud place consumers in a highly vulnerable
position, especially in the absence of international dispute resolution instruments capable
of ensuring effective and low-cost redress mechanisms.

A critical analysis of the digital governance discourse necessitates a review of
existing literature and previous studies to map the novelty of the present inquiry.
Examining the impacts of unilaterally imposed Digital Services Taxes (DST) on tax
compliance and economic equity reveals that while DST successfully boosts short-term
revenue for developing nations, such policies trigger compliance complexities, incite
public resistance, and frequently shift additional costs onto Micro, Small, and Medium
Enterprises (MSMEs) due to the tax pass-through effect.’ This body of research provides
an empirical examination of how digital trade erodes national tax revenue systems,
concluding that the absence of physical presence requirements and the fragmentation of
jurisdictional rules serve as primary catalysts for the widening disparity in global revenue
mobilization.® This perspective is further reinforced by a synthesis evaluating consumer
vulnerability in Cross-Border E-Commerce (CBEC) through the Stimulus-Organism-
Response (SOR) psychological model. This study demonstrates that external stimuli from
digital platform interfaces exploit the internal vulnerabilities of buyers; it ultimately
concludes that the lack of regulatory harmonization exacerbates consumer manipulation
within the cyber realm.’

The fundamental analytical distinction between this article and the three

aforementioned studies lies in the adopted ontological landscape and intersectional

3 Amelia Freya, “Cross-Border Digital Trade and Its Impact on Tax Revenue,” 2026,
https://doi.org/10.2139/ssrn.6027554.

4 Liana Manusajyan, “Cross-Border Consumer and Privacy Protection in the Digital Age,” ABA Groups, 2025,
https://www.americanbar.org/groups/gpsolo/resources/magazine/2025-jul-aug/cross-border-
consumer-privacy-protection-digital-age/.

5 Rasmi Nur Anggraeni, “Evaluating the Impact of Digital Services Tax on Compliance and Economic Equity,”
Sinergi International Journal of Accounting and Taxation 2, no. 1 (February 28, 2024): 41-54,
https://doi.org/10.61194 /ijat.v2i1.486.

6 Freya, “Cross-Border Digital Trade and Its Impact on Tax Revenue.”

7 Philipp Goetzinger and Mario Spremic, “Cross-Border E-Commerce and Its Implications for Consumer
Protection (2019-2024): A Systematic Literature Review,” European Journal of Economics 5, no. 1 (July 1,
2025): 1-7, https://doi.org/10.33422 /eje.v5i1.972.
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approach. Previous research has tended to isolate problematic variables, focusing either
exclusively on the fiscal economic dimensions of digital taxation or specifically on the
psychological aspects of consumer protection law. In contrast, this article constructs a
holistic paradigm that synthesizes the intersection between fiscal policy (state taxation)
and private international law (consumer rights) under a single analytical umbrella of
global digital trade governance. The novelty of this research is represented by an
integrated evaluation of multilateral harmonization instruments specifically the World
Trade Organization (WTO) initiatives and the OECD’s Inclusive Framework collaborated
with integration strategies for Regulatory Technology (RegTech), such as Blockchain and
Artificial Intelligence, to bridge jurisdictional gaps. Ultimately, the research findings
assert that the current global legal landscape remains trapped in a state of "multilateral
fragmentation" that disadvantages developing nations. However, rectification can be
realized through the harmonization of value-creation-based tax policies, the integration
of reciprocal consumer dispute resolution mechanisms, and the implementation of
platform governance that prioritizes ethics, transparency, and cross border institutional
capacity.

2. Research Methods

Drawing from the profound disparity between rapid digital trade innovation and the
stagnation of territorial legal frameworks as detailed in the background a systematic and
structured conceptual framework is required to deconstruct these governance challenges.
This constellation of issues cannot be resolved in a fragmented manner, as the
implications of cross border taxation invariably resonate with the economic burden borne
by consumers, while the enforcement of consumer rights necessitates jurisdictional
clarity that is often inextricably linked to a state’s public law. Consequently, this study is
directed toward discussing, analyzing, and addressing three primary issues formulated as
the following comprehensive research questions.

First, how do contemporary international taxation systems and theories respond to
the phenomenon of value creation by cross-border digital platform entities operating
without a physical presence, and to what extent does this distort fiscal equity, particularly
for developing nations?

Second, what are the primary determinants acting as constraints on the legal
application and effectiveness of consumer protection in cross border e-commerce

transactions, specifically regarding information asymmetry, the abuse of algorithmic
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technology, and the vacuum in cross jurisdictional redress mechanisms?

Third, to what extent are the digital trade governance harmonization measures
initiated by multilateral institutions such as the OECD and WTO as well as regional
agreement frameworks, effective in bridging conflicts between tax law and consumer
protection to realize an inclusive and equitable digital economy?

3. Research Methods

a. Research Design and Analytical Approach

To effectively deconstruct the complexities of global digital trade and evaluate
cross-border fiscal governance, this study employs a qualitative institutional
analysis grounded in a normative-evaluative framework. Transitioning from a
purely doctrinal legal design, the methodology is substantially reinforced by
comparative policy evaluation and a conceptual approach to international market
dynamics. This research is specifically designed to perform a critical examination of
positive regulatory architectures, international economic principles, scholarly
doctrines, and public policy instruments directly related to global digital

governance.
b. Data Acquisition and Corpus Selection

The data collection protocol relies entirely on advanced institutional and

academic library research.

1) Academic Literature: The curation of secondary data is strictly focused
on literature from high-repute academic databases, with publication
parameters set between 2023 and 2026. This temporal constraint
ensures the analytical currency of macroeconomic discussions regarding
cross-border digital trade, Digital Services Taxes (DST), and consumer
protection. Supplementary secondary references include indexed
journal articles, economic analysis working papers, and empirical

reports from multilateral institutions such as UNCTAD.

2) Primary Policy Instruments: The empirical foundation of this study is
driven by core international treaty documents and regulatory drafts. Key
frameworks evaluated include the OECD/G20 Base Erosion and Profit

Shifting (BEPS) policy pillars, the World Trade Organization’s (WTO)
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Joint Statement Initiative (JSI) manuscripts, and the European Union’s
Digital Services Act (DSA). To assess localized economic impacts, the
study also reviews compilations of e-commerce regulations from

developing nations, including India and Indonesia.
c. Data Analysis and Synthesis Framework

Data analysis is conducted utilizing qualitative methods driven by deductive
economic reasoning. The analytical process systematically synthesizes all extracted

data to achieve the following objectives:
1)  Detect jurisdictional overlaps that distort market efficiency.
2) Identify structural legal loopholes that facilitate tax base erosion.

3) Evaluate policy asymmetries between global jurisdictions to highlight

disparities affecting developing nations.

Ultimately, these syntheses are interpreted into a cohesive, evidence-based
argumentative narrative designed to holistically address the research questions and

propose a reconstructive institutional framework.

B. DISCUSSION

The exposition within this discussion section will be deconstructed according to the
sequence of legal issues that constitute the primary elements of the research questions.
This systematic framework commences by dissecting the pathologies and theoretical
constructs of international taxation within the digital realm, followed by an in depth
analysis of cross border consumer vulnerability based on behavioral and jurisdictional
theories. Finally, the analysis concludes with a critical review of the effectiveness of
multilateral and regional legal harmonization efforts.

1. Deconstructing Paradigms and Taxation Theories in the Cross-Border Digital

Ecosystem

The transformation toward a digital economy has shaken the theoretical pillars that
have long underpinned the international taxation regime. Traditional international tax
law rests upon the "State Sovereignty Theory" and the concept of "Permanent
Establishment" (PE). Based on State Sovereignty Theory within a fiscal context, a

jurisdiction possesses an absolute right to levy taxes on income generated within its
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territorial boundaries.® However, to establish taxing rights over foreign entities,
traditional doctrine necessitates a substantial physical presence such as branch offices,
factory assets, local servers, or representative agents conceptualized as a permanent
establishment.

This concept has become obsolete in the face of contemporary business models
driven by digitalization. The digital trade sector operates through intangible assets, such
as intellectual property, subscription-based software (Software as a Service / SaaS), and
data processing algorithms.’ "Value Creation Theory" explains that in the macro-digital
era, economic value is no longer created purely by physical production supply chains;
instead, it is generated interactively through user participation, digital footprints, and
network effects within the market jurisdiction. Multinational technology companies can
extract data and reap billions of dollars in profit from consumers in developing nations
without the need to establish a single physical structure in those territories.!° The failure
of conventional tax law to recalibrate the locus of value creation creates an extreme
asymmetry, triggering practices of Base Erosion and Profit Shifting (BEPS). In these
scenarios, companies legally yet aggressively shift their profits to jurisdictions that apply
minimal tax rates (tax havens).

The implication of this regulatory pathology is the widespread expansion of fiscal
injustice, the impact of which is most severely felt by developing nations. To mitigate
revenue leakage, global regulatory responses have diverged into two primary poles:
unilateral approaches through Digital Services Tax (DST) instruments and multilateral
approaches through the OECD/G20 Inclusive Framework.'!

Unilateral measures in the form of DST have been aggressively adopted by
numerous jurisdictions over the past five years as a mode of resistance against the
stagnation of international law. DST operates by levying a direct charge on a specific
percentage of the gross revenue derived by digital corporations from providing online

advertising services, selling user data, or facilitating digital interface mediation,

8  Fredriksson Torbjorn, Indirect Taxation of E-Commerce and Digital Trade, 2024,
https://unctad.org/system/files/official-document/dtlecde2024d2_en.pdf.

9 Aleksandra, “Several Indirect Tax and Digital Trade Trends Will Shape 2026.”

10 Kehinde Olagoke Ariyibi et al.,, “Addressing the Challenges of Taxation E-Commerce and Digital Services
in the Globalized Economy,” World Journal of Advanced Research and Reviews 24, no. 2 (November 30, 2024):
1445-53, https://doi.org/10.30574 /wjarr.2024.24.2.3460.

' Asa Hansson and Joakim Wernberg, “Taxation in the Digital Era: Economic, Legal, and Policy Challenges,”
Journal of Economics Library 12 (2025),
https://journals.econsciences.com/index.php/JEL/article /view/2689/3442.
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regardless of whether the company maintains a physical presence in that country.'? This
practice is evident in the implementation of the Equalization Levy in India, the Taxe sur les
services numeériques in France, as well as similar instruments in the United Kingdom, Italy,
Spain, and Turkey, extending to Kenya and Nigeria. Empirically, DST has proven capable
of massive tax revenue mobilization. Data indicates that between 2019 and 2022, tax
receipts from digital services skyrocketed by 134% in Turkey, 100% in India, 71% in
France, and 67% in Spain.!?

Although fiscally advantageous in the short term, "Economic Equity Theory"
critiques such unilateral policies for creating market distortions and triggering trade
wars. The United States characterizes DST which targets its technology firms as a
discriminatory policy and has threatened to impose retaliatory tariffs under Section 301
of its Trade Act against European and Asian nations adopting these measures.'*
Furthermore, DST induces a "boomerang effect" on local economies. Multinational
corporations tend to respond to DST by directly shifting the tax burden onto local
consumers and domestic MSMEs through increased service fees (the pass through effect);
consequently, low income populations ultimately bear the final incidence of the tax.'

As an antithesis to unilateral fragmentation, the Organisation for Economic Co-
operation and Development (OECD) initiated the BEPS Inclusive Framework, which
comprises the "Two-Pillar Solution." Pillar One seeks to overhaul nexus rules by
redistributing (reallocating) a portion of taxing rights from the largest and most profitable
multinational enterprises to the market jurisdictions where consumers are located,
utilizing a formula based on residual profit shares. Pillar Two aims to mitigate harmful tax
rate competition often described as a "race to the bottom" by introducing a Global

Minimum Tax of 15 percent for massive multinational corporations.

12 Noni Setyorini and Dwirani Fauzi Lestari, “International Taxation in the Digital Era: Toward Fair and
Sustainable Regulatory Frameworks,” jJournal of Accounting and Tax 2, no. 1 (2024): 16-27,
file:///C:/Users/nabil/Downloads/978-Galleys Proof Manuscript-8046-10288-10-20251007.pdf.

13 Kateryna Kraus and Nataliia Kraus, “Taxation of Electronic Commerce and Digital Business in the
Conditions of Global Convergence Economics,” Business, Management and Economics Engineering 23, no. 01
(June 17, 2025): 189-208, https://doi.org/10.3846 /bmee.2025.22155.

14 Ernst and Young LLP, “US Initiates Review of Other Countries’ Imposition of Digital Services Taxes on US
Companies and Opens Comment Period on Nonreciprocal Trade Arrangements,” NTD’s Tax Technical
Knowledge Services group, 2025, https://globaltaxnews.ey.com/news/2025-0549-us-initiates-review-of-
other-countries-imposition-of-digital-services-taxes-on-us-companies-and-opens-comment-period-on-
nonreciprocal-trade-arrangements.

15 Setyorini and Lestari, “International Taxation in the Digital Era: Toward Fair and Sustainable Regulatory
Frameworks.”
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However, the implementation of this OECD consensus has proceeded at a very slow
pace and has drawn skepticism from developing nations. Highly complex technical
requirements in determining profit allocation formulas hinder the tax administration

capacity of low-income countries.'® Furthermore, domestic political resistance in

superpowers often leaves these agreements in a state of uncertainty.!’

Table 1. Mapping the Implications of International Taxation Instruments

Digital Tax Theoretical Macroeconomic Implementation
Policy Foundations and Impact Weaknesses and
Framework Operational Risks
Mechanisms
Conventional Territorial-Based Generating massive The absolute difficulty
Systems Sovereignty. budget deficits for in valuing intangible
(Permanent Taxation mandates market jurisdictions; assets and user data as
Establishment) the existence of a facilitating the legality value adding
corporation's of profit shifting (Base commodities.
physical Erosion and Profit
infrastructure Shifting - BEPS).
within the source
state.
Unilateral A direct levy Rapid recalibration of The risk of
Digital Services imposed as a national tax revenue; international tariff
Tax (DST) percentage of gross increasing the tax-to- retaliation (trade
revenue from GDP ratio in wars); tax burdens are
specific services developing nations. transferred to local
(B2B or B2Q), consumers and
independent of undermine the
physical presence competitiveness of
requirements. MSMEs.
OECD Two- Allocative fairness; Multilateral Political diplomacy
Pillar Solution reallocation of standardization of the imbalances; excessive
(Pillar One & taxing rights based rules of the game; administrative
Pillar Two) on consumer mitigating burdens for tax
presence, and the jurisdictional authorities in

16 A. D’Ornay et al., “Digital Economy Taxation in Global Perspective: A Systematic Literature Review and

Cross-Country Comparison,”

Amnesty:  Jurnal

Riset Perpajakan. 8,

https://journal.unismuh.ac.id/index.php/jrp-amnesty.
17 Kalyanam Aruna, “How Taxation of Digital Services Is Again a Concern for Businesses,” EY Shape the
future with confidence, 2025, https://www.ey.com/en_gl/insights/tax/how-taxation-of-digital-services-
is-again-a-concern-for-businesses.
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harmonization of a fragmentation and developing  nations;
global minimum tax eliminating loopholes and delayed
floor (15%). for tax havens. implementation.

Value Added Destination based Capturing a broad Regressive in nature
Tax (VAT) on consumption tax; consumer tax base; toward consumers;
Digital Services imposing levies on serving as a crucial relying on foreign

final local user revenue source thatis digital platforms to act

transactions for more compatible with as tax collectors.
Cross border the WTO regime.
services.

2. Information Asymmetry and Jurisdictional Deadlock in Cross-Border

Consumer Protection

Moving from the relationship between the state and corporations, the next layer of
complexity arises in the interaction between corporations and civil society. Classical
"Consumer Protection Theory," which originated from the principle of caveat emptor (let
the buyer beware), has gradually shifted toward caveat venditor (let the seller beware),
acknowledging that consumers consistently occupy a subordinate position relative to
business entities. In the landscape of conventional offline transactions, the protection of
consumer rights is effectively enforced through domestic market supervisory authorities.
However, the transformation toward Cross-Border E-Commerce (CBEC) exposes
consumers to a new spectrum of vulnerabilities, exacerbated by geographical distance
and algorithmic anonymity.

Consumers participating in cross border digital trade confront what is termed
"information asymmetry dissonance," in which platform corporations monopolize data
and operational algorithms. The risks looming over consumers have mutated into
sophisticated forms, encompassing the receipt of counterfeit products, deceptive
marketing through visual misrepresentation, international logistical failures, and most
extensively the unauthorized extraction and misuse of personal data (privacy) without
valid informed consent.

More deeply, consumer vulnerability within the digital environment is highly
relevant when analyzed through the lens of the Stimulus-Organism-Response (SOR)
behavioral model and the Technology Acceptance Model (TAM), both of which are widely

cited in e-commerce literature. Within the framework of SOR Theory, platform interface
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designs, Al-generated fake reviews, "dark patterns" (covert marketing engineering
techniques), and algorithmic price discrimination practices act as external stimuli (S).
These stimuli manipulate the consumer's internal cognitive and emotional states (0),
which ultimately lead to a behavioral response (R) in the form of irrational and impulsive
purchasing decisions. In the absence of regulations mandating algorithmic transparency
for foreign platforms, technology easily exploits human cognitive limitations. On the other
hand, the Technology Acceptance Model (TAM) underscores that cross-border purchase
intentions are influenced by "perceived ease of use" and "perceived usefulness.”" However,
these perceptions collapse if "trust" is compromised by weaknesses in payment security
systems or identity theft.'8

The central issue paralyzing digital consumer protection is the absence of law
enforcement due to jurisdictional conflicts. Based on the principles of private
international law, when a consumer in Indonesia experiences fraud by a third party
vendor based in China through a marketplace platform whose primary servers reside in
the legal jurisdiction of the United States, national law enforcement agencies face an
extraterritorial demarcation. Local consumer protection authorities lack a robust legal
foundation to execute sanctions against entities that possess no physical presence within
their territory. Furthermore, even if a consumer chooses to pursue a complaint through
formal cross border civil litigation, the costs, language barriers, and time required vastly
exceed the economic loss incurred from the purchase itself. This ultimately culminates in
a systemic lack of access to justice for the general public.

There exists a stark disparity in regulatory responses across jurisdictions. The
European Union, through the enactment of the Digital Services Act (DSA) in 2022,
attempted to establish the highest standards for cyber civil protection. The DSA codifies
platform liability, the restriction of illegal content, mandatory transparency audits for
targeting algorithms, and the compulsory provision of accessible grievance mechanisms.
Unfortunately, the European Union's extensive approach stands in direct contrast to the
legislative conditions found in many developing nations.'” As a representative example,
the Consumer Protection (E-commerce) Rules in India (2020), as well as domestic

legislation across ASEAN nations, generally remain plagued by crucial weaknesses

18 Goetzinger and Spremic, “Cross-Border E-Commerce and Its Implications for Consumer Protection
(2019-2024): A Systematic Literature Review.”
19 Rashid, “Consumer Protection and E-Commerce.”
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regarding cross-border sanction enforcement and the proportional liability of hosting

providers (platform intermediaries). These regulatory loopholes encourage "forum

shopping" by predatory business actors who seek out jurisdictions with the weakest

protection standards.

Table 2. Delineates Consumer Vulnerabilities and the Existing Legal Lacunae

Dimensions of Modus Operandi in Consequences for Jurisdictional
Consumer Digital Trade Market Trust Constraints and
Vulnerability in Legal Lacunae (Legal
Cross-Border Vacuum)
eCommerce
(CBECQ)
Psychological Utilization of dark Distorting consumer The absence of
Manipulation & patterns, bot-driven rationality (S-O-R specific legislation
Deceptive manipulation of Theory); creating an regulating the
Marketing productreviews, and illusion of urgency transparency of
Practices data-driven and compelling artificial intelligence
algorithmic price impulsive purchasing algorithms on
discrimination. decisions. transnational
platforms.
Deficit in Logistics failures, Undermining the The  difficulty of
Contractual delivery of foundations of the identifying legal
Fulfillment counterfeit or Technology subjects (anonymous
(Breach of hazardous  goods, Acceptance  Model sellers); the absence of
Contract) and commercial (TAM) as perceived transnational micro-
product specification risk surges beyond civil court
non-compliance. product utility. mechanisms.
Privacy Surreptitious data Threatening Normative  conflicts
Exploitation & harvesting; the individual between national data
Personal Data transmission of data cybersecurity; localization mandates
Breaches to jurisdictions facilitating and the global agenda
lacking adequate vulnerabilities  for for free cross-border
server  protection secondary financial data flows (CBDF).
regulations. fraud (e.g., phishing).
Limited Accessto The absence of Consumers Domestic law
Redress contractually perceiving enforcement agencies
Mechanisms binding  grievance themselves as are constrained by
(Redress mechanisms for marginalized will extraterritorial
Redundancy) discontinue the limitations; the
42 Journal of State Economic Research, Volume 1 (3) 2026



Harmonizing Global Digital Trade: Integrating Tax Governance and Consumer Protection Regulatory Frameworks
Harmonisasi Perdagangan Digital Global: Integrasi Tata Kelola Pajak dan Perlindungan Hak Konsumen

intermediary  host adoption of digital enforcement of

platforms. financial services. foreign civil
judgments  remains
highly complex.

3. The Dynamics of International Legal Harmonization: Between Global

Integration and Regional Fragmentation

The legal architectural tensions arising from the misalignment between obsolete tax
systems and weak consumer protections necessitate a global scale solution. However, an
analysis of the international legal regimes striving to weave digital governance coherence
reveals a structural anomaly: rather than achieving absolute integration, the global
system culminates in what is termed 'fragmented multilateralism.' The harmonization of
digital trade regulations does not progress cohesively within a single, universally binding
agreement; instead, it is dispersed through overlapping institutional initiatives
characterized by asymmetric implementation speeds.

At the macro multilateral level, the World Trade Organization (WTO) plays a pivotal
role through the Joint Statement Initiative (JSI) negotiations on e-commerce. Since its
resurgence following the 1998 declaration, this initiative has expanded rapidly; by late
2024 and early 2025, 92 WTO member states (representing over 95 percent of global
digital trade value) successfully stabilized the draft agreement text. The JSI articulates
bold commitment parameters, including: a permanent moratorium on customs duties for
cross-border electronic transmissions, the protection of source code, guarantees for free
cross-border data flows, the standardization of contractual validity and electronic
signatures, and an imperative for nations to establish robust consumer protection and
anti spam legal regimes. Nevertheless, the weakness of this WTO plurilateral instrument
lies in the underrepresentation of the majority of developing nations and Least Developed
Countries (LDCs), who remain reluctant to agree to a digital customs ban due to their
heavy reliance on commercial tariff revenues.’® This failure to achieve universal
consensus confirms the governance literacy imbalance within the WTO architecture.

Furthermore, empirical metrics released by the OECD via the Index of Digital Trade
Integration and Openness (INDIGO) database in 2025 validate this fragmentation thesis.

INDIGO’s monitoring of 193 countries demonstrates that the global economy has

20 PWC, “Global Digital Trade Rules: Proposal Negotiated at WTO.”
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currently achieved only 8.5 percent of the full digital trade integration and openness
index. The report indicates that despite the widespread discourse on digitalization, the
implementation of regulatory harmonization, reduction of bureaucratic barriers, and
cooperation in dispute resolution remain sluggish and are frequently hampered by
protectionist policies cloaked in narratives of digital sovereignty.?! Forced data
localization measures imposed by several jurisdictions often justified by domestic
cybersecurity concerns in reality, weaken digital supply chain resilience and undermine
the concept of Data Free Flow with Trust (DFFT) which facilitates cross-border business.??

As a substitute for the stalemate at the WTO, many nations have pivoted
aggressively toward regional trade agreement (RTA) integration formats. Digital trade
chapters featuring high-level normative standards are being injected into framework
agreements such as the Comprehensive and Progressive Agreement for Trans-Pacific
Partnership (CPTPP), the United States-Mexico-Canada Agreement (USMCA), and the
Regional Comprehensive Economic Partnership (RCEP). Furthermore, specific regions
such as the Association of Southeast Asian Nations have initiated the ASEAN Digital
Economy Framework, while the African Union formulates its continental digital economy
strategy. This regionalism offers the advantage of rapid regulatory alignment for
countries with comparable economic levels and sociopolitical visions. However, the
multiplication of regional blocs creates a 'spaghetti-bowl effect' in international
regulation. Multinational corporations, particularly MSME entities expanding abroad, are
confronted with overlapping tax standards, server localization rules, and disparate
consumer privacy liability policies across continents.”* The diversity of cross-border
commitments among regional factions is precisely what perpetuates governance
fragmentation.

Consequently, bridging this synchronization crisis necessitates an inclusive
institutional paradigm shift, where international standardization must not be oriented
solely toward mitigating trade friction for corporate giants; rather, it is imperative to

accommodate "policy space' to facilitate developing nations in autonomously securing tax

21 Organisation for Economic Co-operation and Development, “OECD’s New Database Tracks Digital Trade
Integration and Openness across 193 Countries,” Organisation for Economic Co-operation and
Development, 2025, https://www.oecd.org/en/about/news/announcements/2025/09/oecds-new-
database-tracks-digital-trade-integration-and-openness-across-193-countries.html.

22 Computer & Communications Industry Association (CCIA), “2025 Trade Barriers for Digital Exports,”
Computer & Communications Industry Association (CCIA), 2025, https://ccianet.org/wp-
content/uploads/2025/10/2025-Trade-Barriers-for-Digital-Exports.pdf.

23 Freya, “Cross-Border Digital Trade and Its Impact on Tax Revenue.”
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revenues, while simultaneously protecting vulnerable populations from cyber-market
exploitation.
4. Reconstructing Global Governance: Aligning RegTech Integration, Capacity

Building, and Business Ethical Sensitivity

Given that positive law frequently lags behind the curve of cyber-innovation,
resolving the jurisdictional asymmetry dilemma cannot be solely predicated on
conventional legislative overhauls. Comprehensive harmonization must be approached
through the implementation of a reform triad involving the adoption of Regulatory
Technology (RegTech), the injection of capacity building, and the enforcement of ethical
governance via 'compliance by design.'" These three strategic pillars serve as the
foundation for institutional renewal toward a resilient digital market order.

First, the utilization of RegTech instruments, such as Blockchain technology and
Artificial Intelligence (Al), offers radical efficiency in plugging bureaucratic loopholes and
resolving private disputes. In the fiscal realm, blockchain’s distributed ledger technology
provides an immutable and transparent real-time transaction record. This capacity
dismantles geographical barriers for tax authorities in developing nations that lack
sufficient auditing personnel to track profit flows from cross-border B2C (Business-to-
Consumer) marketplaces.?* Furthermore, automated taxation programs and smart e-
invoicing can reduce compliance costs for exporting MSMEs to a minimal level, replacing
the bureaucratic tax filings that stifle startup acceleration.”> Regarding consumer
protection, the implementation of smart contracts introduces an automated cross-
jurisdictional escrow system, where the release of funds to overseas sellers is
algorithmically withheld until the product is validated as having arrived intact a
procedural safeguard that neutralizes motives for financial fraud. Cross-border Online
Dispute Resolution (ODR) solutions equipped with Al mediated facilitation enable the
rapid, fair, and binding settlement of millions of low-value consumer grievances,

bypassing the enforcement deadlocks of international civil courts.

24 Anggraeni, “Evaluating the Impact of Digital Services Tax on Compliance and Economic Equity.”

25 Subash Aravind S, “E-Commerce and Trade Facilitation: Addressing Legal Barriers and Advancing
Harmonization in International Trade Law,” International Journal of Law and Public Policy 1, no. 4
(December 30, 2025): 35-46, https://doi.org/10.32595 /ijlpp/v1i4.2025.22.
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Table 3. Technology Resolution Strategy

Global Barriers within Conventional Reform Interventions via
Governance Legal Paradigms Regulatory Technology
Conflict (RegTech) and Policy
Categories Integration

Digital Tax Manual auditing of millions of Implementation of blockchain

Compliance and
Revenue
Collection

Cross Border
Consumer
Dispute

Resolution

Data Asymmetry
and Algorithmic
Protection

Intercountry
Infrastructure
Disparities

micro transactions is inherently
irrational; incapacity to detect
profit shifting of intangible assets.

Litigation processes are impeded
by jurisdictional boundaries;
transcontinental  legal  costs
negate access to justice for small-
scale losses.

National regulators lack the
digital forensic capacity to
evaluate Al recommendation bias
and algorithmic price
discrimination by platforms.

WTO and OECD agreements are
inherently elitist; they impose
compliance standards that are
impossible to meet given the ICT
infrastructure in least developed
countries.

centralized at marketplaces as
automated collection agents;
Al-driven real-time VAT smart
e-invoicing.

Adoption of global, Al-mediated
Online  Dispute Resolution
(ODR) platforms binding upon
host platforms; smart contracts
for liquidity deferral (escrow).

Harmonization of automated
algorithmic transparency
auditing standards (e.g., EU DSA
guidelines); collaborative data
policing across cyber-
authorities.

Massive execution of capacity-
building initiatives, such as
UNCTAD’s 'eTrade for All';
injection of financing for
cybersecurity  literacy and
technology transfer.

Second, the creation of global regulations must be accompanied by the sustainable

distribution of infrastructure capacity (capacity building) to achieve competency equality.

Given the institutional asymmetry between public authorities in the Global North and the

Global South, legal frameworks cannot be imposed without transitional justice.

International initiatives led by UNCTAD, such as the 'eTrade for All' program, hold a

crucial mandate to bridge the development of physical judicial and telecommunications

infrastructure with the enhancement of digital literacy skills for legal officers in

developing nations. Technical assistance in the form of cross-jurisdictional cybercrime
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surveillance training, forensic accounting training to detect crypto tax evasion
maneuvers, and the standardization of Mutual Legal Assistance Treaties (MLATS) are key
to leveling the playing field.?®

Third, the success of legal structures ultimately demands a re-actualization of
corporate governance leadership rooted in business morality, or what is termed 'Ethical
Governance." Expectations of digital marketplace providers must transcend mere
legalistic compliance to encompass proactive Corporate Social Responsibility (CSR).
Platform compliance codes of conduct position them not merely as intermediaries
providing interaction spaces, but as 'first-tier agents of justice.'" This implies that
corporations voluntarily formulate system designs that prioritize data protection without
aggressive tracking, perform rigorous moderation against fraudulent cyber actors, and
cooperate with local tax authorities without retreating behind the complexities of
transcontinental shell companies. The harmonization of tax policies, reciprocal protection
of consumer civil rights, and ethical algorithmic interventions will symphonically ensure
that the international e-commerce revolution transforms into an instrument of economic

stability, public trust, and global growth that places justice at the center of its orbit.

C. CONCLUSIONS

In responding to the value-creation disruption caused by digital trade corporations
operating without physical presence, conventional international tax doctrines—relying
on the concept of 'permanent establishment' have systematically become obsolete,
facilitating base erosion and perpetuating fiscal injustices that discriminate against the
economic position of developing nations. To mitigate national treasury deficits, unilateral
measures such as the implementation of Digital Services Taxes (DST) have been widely
adopted; however, these reactive steps are empirically prone to igniting trade tariff wars
and exacerbating the economic burden on local SMEs. This necessitates an urgent shift
toward an OECD multilateral consensus that equitably reallocates taxing rights based on
the destination of consumption. Concurrently, consumer protection guarantees in cross-
border transactions are paralyzed by territorial jurisdictional demarcations that restrict
the extraterritorial authority of law enforcement, exposing the public to algorithmic
psychological manipulation and information asymmetry without the support of efficient

intercountry redress mechanisms. Consequently, to end a global governance status quo

26 Anggraeni, “Evaluating the Impact of Digital Services Tax on Compliance and Economic Equity.”
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currently shackled by regional multilateral fragmentation and WTO negotiation
deadlocks, the international community is required to reconstruct regulatory
harmonization through the integration of Regulatory Technology (RegTech) such as
Blockchain, the modernization of binding online dispute resolution, the strengthening of
institutional capacity in developing nations, and the institutionalization of digital platform

ethics.
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